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It is the policy of the City Council that the City of Oceanside uses e-malil
communications as a business tool to promote the efficient exchange of information in
the conduct of City business. The use of the City's e-mail system is primarily for
communicating information of short-term value and does not allow for the indefinite
retention or retrieval of electronic messages. The California Public Records Act states
that a public record includes any writing containing information relating to the conduct
of the public's business prepared, owned, used or retained by any state or local
agency, regardless of physical form or characteristics. Use of the City's e-mail system
can generate communications and messages that may be classified as a public record.
The purpose of the City's E-mail Policy is to establish guidelines for the usage and
retention of electronic communications by City staff on a routine basis during the
regular course of business. Further, the Policy establishes guidelines to ensure proper
usage of e-mail communications by all City staff.

It is the policy of the City Council that e-mail communications should be considered in
the same manner as any other official City correspondence. All electronic data placed
on the City's information system is the property of the City. City e-mail is primarily for
business-related uses.

Employees should have no expectation of privacy regarding e-mail messages sent or
received. E-mail should not be used for confidential information such as personnel
matters, attorney-client privileged information, attorney work product, or other matters
deemed confidential under Government Code sections 6254(f), 6255 or Evidence Code
section 1040.

The City reserves the right for authorized staff to access and review all e-mail
messages and data files on the City's information system at any time.

It is the policy of the City that, under the direction of the City Manager, an
administrative directive consistent with this Policy regarding e-mail usage and storage
by City employees and staff shall be disseminated and shall be in effect at all times so
that employees and staff recognize the City's policy regarding e-mail usage and
storage. The City Manager, in consultation with the City Attorney, is authorized to
periodically revise the administrative directive as necessary to comply with legal
mandates or other relevant considerations.
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Under the California Public Records Act, some e-mail messages, as well as their
attachments, may qualify as public records and warrant retention by City employees
and staff.

Factors to consider in deciding whether a document is a record are:

1. Is it in connection with the transaction of public business (this eliminates all e-
mails which do not relate to public business, i.e., personal notes, etc.)?

2. Is it official documentary material (a draft of a letter versus the letter itself)?

3. Is the material appropriate for preservation by any official or successor thereof

as evidence of the organization, function, policies, decisions, procedures or
other activities thereof or because of informational data contained therein?

4. Does the document have any historical significance?

Where e-mail communication is between a sender and a recipient within the City, the
sender’s copy is designated as the copy of record. In other words it is the sender’s
copy to which retention requirements should apply. This does not apply to cases of e-
mail received from other agencies or from the public.

E-mails that require retention in accordance with the Citywide Retention Schedule will
be printed and kept in the associated paper file or scanned/imported as part of the
electronic file.

City employees and staff shall be mindful of these requirements when utilizing e-malil
communications. The offices of the City Attorney, City Clerk, shall be available to
assist with any questions regarding e-mail and the Public Records Act.

The City has established an electronic vaulting system for storage of e-mail messages
to be administered through the Information Technologies Division. The City Clerk, City
Manager and City Attorney shall have full access to communications in the vaulting
system. Department Directors or their designees shall have access to vaulted
communications generated to, or within, their respective departments.

The electronic vaulting system will retain e-mail communications for a minimum of
ninety days or as required by law, respecting electronic communications. This vaulting
period shall be subject to periodic review and revision as recommended by the City
Attorney and where allowed or required by law.

The usage of the City's e-mail system is primarily for communicating information of
short-term value that does not qualify as public records. However, the City recognizes
the evolving usage of e-mail for communications that are defined as public records.
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The vault system shall retain such records for the ninety-day period; however, it is the
responsibility of each user to identify official City records and move them to the
appropriate storage medium for retention.

Periodically, the City does receive public record requests and subpoenas for the
production of records. In the event that a request or subpoena involves e-mail
messages and upon being made aware of the demand for information, the
employee(s) and/or department director having control of the communications shall
take those steps necessary to ensure that the information is retained and made
available upon demand. The City Attorney and City Clerk shall be available to assist
in such matters.
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